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Motivation
Zero trust on the Internet! 

- Reliable authentication of user ↔ service is (always) needed
- TLS provides: confidentiality, integrity, authenticity
- Server (== service) authentication is common practice in 

web-environments
- In TLS implemented with Server-Certificates + PKI

- What about client (==user) authentication?

2 / 26



Motivation
Client Authentication 

- No client authentication
- Static websites, public information, no user-specific interactions, low security applications

- Passwords & OTPs
- Post TLS handshake authentication, hard to remember, phishing, keylogger, MitM, credential stuffing etc.

- Second Factor
- Dynamic Authentication, bad usability, often not bound to TLS channel, phishing

- Client Certificates + PKI
- Barely used in web-environments, hard to manage & deploy

- FIDO2 / WebAuthn
- Challenge / Response protocol, asymmetric cryptography, secure hardware as keystore, phishing protection, privacy 

preserving (one public key per service)
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Motivation
We want             !! But ..

- FIDO is developed for HTTPS (and SSH). What about other TLS-based 
protocols like ..

- imaps, pops, smtps
- ldaps
- mqtts, nntps, ftps, tftps
- OpenVPN
- EAP-TLS
- Any generic TLS socket

- FIDO does not honor the hierarchical approach of the OSI model
- TLS responsible for confidentiality, integrity at OSI layer 3
- Post TLS handshake FIDO authentication at OSI layer 4 → Cross layer design
- No conceptual separation between the functions of each OSI layer

- Why must each application protocol implement the client authentication 
mechanism separately?
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Motivation
This thesis proposes to ..

… implement FIDO2 authentication within the TLS handshake

Hereby …

.. generically adding FIDO2 client authentication to all TLS-based protocols

.. restoring the conceptual integrity of the OSI model
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Client Authentication
FIDO2 / WebAuthn (Topology)
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Client Authentication
FIDO2 / WebAuthn (Registration)
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User context from 
the preliminary 

web 
authentication

RP ID

HTTPS, JSON

RP ID verification. 
Binds FIDO 
ceremony to HTTPS 
session

Server stores:
- User Info
- Public Key
- Credential ID

CTAP2 CTAP2



Client Authentication
FIDO2 / WebAuthn (Authentication)
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RP ID verification. 
Binds FIDO 
ceremony to HTTPS 
session

Construction of 
clientData with:
- method
- challenge
- origin

sign(concat(authData, clientDataJSON)

Validate Signature

Lookup of the 
private key



Client Authentication
TLS 1.3 (Handshake with Client Certificates)
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- Key Share
- Supported Signature Algorithms
- PSK (for session resumption)

- Key Share
- PSK

Proof ownership of the private key of 
the server certificate



Client Authentication
TLS 1.3 (Handshake with Client Certificates)
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Announcing capabilities, 
public keys, extensions

→ NOT CONFIDENTIAL 

Announcing servers public
keys, derives session keys,
encryption starts

→ CONFIDENTIAL, server 
certificate NOT YET 
AUTHENTICATED

Validates server cert, verifies
servers signature, derives
session keys, verifies 
Finished

→ CONFIDENTIAL, 
SERVER AUTHENTICATED 

Checks CertificateVerify
verifies Finished,

→ CONFIDENTIAL, 
SERVER and CLIENT 
AUTHENTICATED, MitM 
PROTECTION 



Client Authentication
TLS 1.3 (Extensions)

10 / 26

From RFC 8446: A number of TLS messages 
contain tag-length-value encoded extensions 
structures.

Asterisk *: Extension Data can 
be appended to the message



FIDO2 as TLS 1.3 Extension
Design Principles

- FIDO-authentication (or registration) still in TLS handshake, before client 
sends his finished-message

- Application data not interleaved with FIDO ceremony data
- Application can query the TLS library for the outcome of the authentication

- TLS handshake is not altered. FIDO ceremony data is sent only as a TLS 
extension payload.
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TLS Client

TLS Server

❌  WebAuthn API

✅  FIDO extension

❌  JSON over HTTPS

✅  CBOR as TLS Extension Payload
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✅  CBOR as TLS Extension Payload
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TLS Client

TLS ServerFIDO Indication

Database
SQL

FIDO Request

FIDO Response
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Can not contain 
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information
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Client certificate 
must be requested

(Dummy) certificate 
must be send

Work for authentication 
with discoverable 
credentials. What about 
non-discoverable creds 
and key registration?

NOT 
CONFIDENTIAL. 
Can not contain 
sensitive 
information



FIDO2 as TLS 1.3 Extension
Integration into TLS handshake

- Idea: Sensitive data of the 
FIDOIndication (user identity) is 
transferred in a preceding TLS 
handshake.

- After the first TLS handshake, the TLS 
connection is closed

- The second handshake is performed 
over the same TCP connection

- Overhead rational:
- Key registration ideally only done 

once or out of band.
- Non-discoverable credentials (U2F) are 

deprecated in favour of discoverable 
credentials
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Indicate a 
double 
handshake

Return an 
ephemeral 
handle + 
symmetric key

Transfer the 
sensitive data

Provide the 
ephemeral 
handle

Lookup 
sensitive 
data in 
database 
by 
handle

Message is 
encrypted with 
symmetric key 
for MitM 
protection

Decrypt with 
symmetric key



FIDO2 as TLS 1.3 Extension
Message Structure & Encoding

Traditional FIDO:

- CTAP (Client ↔ Authenticator): 
CBOR encoded ✅

- Space efficient representation
- Easy to parse

- WebAuthn (RP ↔ Client): 
Serialized JSON objects ❌ 

- Space-inefficient (one byte per curly 
brace)

- Easy to read & debug
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- CTAP (Client ↔ Authenticator): 
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- Extension Data (TLS-Server ↔ 
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interoperability
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FIDO2 as TLS 1.3 Extension
Control Mechanism for Key Registration

- Problem: Not every user is allowed to 
register a key

- In traditional FIDO, a preliminary authentication 
step (outer web context) gatekeeps new 
registrations

- Solution: Shared secret (ticket) 
distributed to both peers out of band

- Semantic meaning of tickets (not part of 
the implementation):

- User name + ID
- Expiration Date
- Issuer Information
- Purpose + Usage Context
- Authenticator Properties
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Transfer the 
ticket Ticket 

validation

Error if ticket 
validation fails
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HTTPS 
request

HTTPS 
response

HTTPS 
request

Where is the response?
How does the JavaScript 
Application know the outcome 
of the ceremony?

- Truth is: there is a FIDO finished message (HTTPS response).
- Finished message consists of JSON object with parsed and 

human readable information about:
- Client Data (Challenge & Origin)
- Used Authenticator (Credential ID, Public Key, 

Signature Counter etc.)
- Used Certificate
- Username
- Status (Success, Failure + Reason)
- etc.



FIDO2 as TLS 1.3 Extension
TLS Alerts & Communication to the Application Layer

18 / 26

How to send the finished message back to the client?



FIDO2 as TLS 1.3 Extension
TLS Alerts & Communication to the Application Layer

18 / 26

How to send the finished message back to the client?

- Observation:
- Only the status is new information to the client
- All the other data is redundant because client already relayed this information before 

from the authenticator
- Not necessarily human readable
- Client must parse CBOR blobs



FIDO2 as TLS 1.3 Extension
TLS Alerts & Communication to the Application Layer

18 / 26

How to send the finished message back to the client?

- Observation:
- Only the status is new information to the client
- All the other data is redundant because client already relayed this information before 

from the authenticator
- Not necessarily human readable
- Client must parse CBOR blobs

- Solution: Simple status codes can be communicated using TLS-Alerts by
- Extending the TLS-Alerts: Patching the TLS library (long process until standardisation)
- Reusing TLS-Alerts: Map existing alerts to new FIDO status codes (Problem: ambiguity)



FIDO2 as TLS 1.3 Extension
TLS Alerts & Communication to the Application Layer

18 / 26

How to send the finished message back to the client?

- Observation:
- Only the status is new information to the client
- All the other data is redundant because client already relayed this information before 

from the authenticator
- Not necessarily human readable
- Client must parse CBOR blobs

- Solution: Simple status codes can be communicated using TLS-Alerts by
- Extending the TLS-Alerts: Patching the TLS library (long process until standardisation)
- Reusing TLS-Alerts: Map existing alerts to new FIDO status codes (Problem: ambiguity)



Implementation
fidoSSL
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- TLS library: 
- Written in C
- Used Version: v3.2.1 (latest at the 

time of writing)

- Dependencies:
- libfido2: Implements CTAP
- tinycbor: CBOR library know for 

it’s small footprint
- sqlite3: Persistent database for 

the WebAuthn-Server
- libjansson: Construct and parse 

JSON objects.



Implementation
fidoSSL
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- Features:
- FIDO key registration (double handshake)
- FIDO authentication with discoverable credentials (single handshake)
- Uses a shared secret (ticket) to gatekeep key registrations

- Limitations
- No authentication with non-discoverable credentials
- Semantic meaning of tickets is not evaluated
- Attestation not implemented
- No support for FIDO extensions
- No support for platform authenticators (only USB tokens)
- Only supported signing algorithm: ES256 (ECDSA with SHA256 on a P-256 curve)

- Usage: Wait for Live Demo



Implementation
hostap-fido2
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Goal: Showcase the practical use of the FIDO2 TLS1.3 Extension in Wireless Networks

Infra-
structure

Mesh

Ad-Hoc

Personal 
(Consumer)

Enterprise

Public

EAP-TLSEAP-TTLS

EAP-PEAP

…



Implementation
hostap-fido2
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The hostap project packages:

- hostapd: A daemon used to turn a network adapter into a wireless 
access point, enabling a device to broadcast Wi-Fi

- Manages authentication, encryption, access control, QoS etc.

- wpa_supplicant: The counterpiece for hostapd, running on the client 
(supplicant)



Implementation
hostap-fido2 (Topology)

23 / 26



Implementation
hostap-fido2
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Scope:

- FIDO authentication with USB token instead of client certificates
- Key registration out of band (e.g. through HU-Website with eduroam)
- Quick & dirty implementation:

- Server config is propagated to hostapd.conf
- Client config is hardcoded



Live Demo and Q&A
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