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BITCOIN OWNERS

. Ok -
What Politicians think I do What I think I do What I really do

Littlevisuals.com - BTC design!





http://www.youtube.com/watch?v=Um63OQz3bjo

“Geld ist jedes allgemein anerkannte Tausch- und Zahlungsmittel.”




The Joy of Tech-.

I’M THINKING
OF PUTTING WELL, THAT
SOME MONEY WOLLD 62
INTO BITCOIN. A VERY RISKY
DO YOU KNOW VENTURE.
ANYTHING BITCOIN IS

ABOUT IT? ST
VOLATILE!

YOU NEVER KNOW
WHEN THE VALUE WILL
DROP, OR BE FORCED

DOWN BY NEFARIOUS
FORCES, OR YOUR
MONEY STOLEN BY

UNSCRUPULOUS
LOWLIFE SCUM/

by Nitrozac & Snaggy

IT’S AVIRTUAL
CURRENCY CONTROLLED
BY SHADOWY PEOPLE IN
AN UNREGULATED
ENVIRONMENT, WITHOUT
ANY REAL GUARANTEE
OF RETURN.

SO HOW IS THAT ANY
DIFFERENT THAN THE
REGULAR BANKING
SYSTEM OR THE
STOCK MARKET?

WHEN YOU USE
BITCOIN, I CANT
CHARGE YOU
FEES.

Jjoyoftech.com



Motivation

e Kosten

e lLangsam

e Anonymitat

e indirekte Tranksaktionen

e Abhangigkeit von zentraler Entitat

e Limits/Beschrankungen



1998: Vorganger “bit gold”
Nov 2008: bitcoin.org/bitcoin.pdf - Satoshi Nakamoto
9. Jan 2009: Bitcoin v0.1

12. Jan 2009: erste Transaktion

2009: Niedrigster Preisstand fur Bitcoins mit Verkauf von
15.000BTC fiir 0.03%



Mai 2010: erste 10.000BTC Pizza ‘“;(_»k
Jul 2010: Mtgox Tauschborse

Aug 2010: erster und einziger

Kritischer Sicherheitsbug bisher
Apr 2011: TIME Bitcoin-Artikel

Nov 2012: Halbierung des Block-Rewards auf 25BTG.



Oct 2013: Beschlagnahmung von 26.000BTC durch FBI
(Silk Road)

Nov 2013: Gesamte Bitcoin-Rechenleistung hoher als alle
Top 500 Supercomputer vereint

Dez 2013: 40.000BTC Sheep Market Scam



Kursverlauf

Mt. Gox (USD)
Dec 12, 2013 - Daily
B Op:808, Hi:941, Lo:375, C1:800

Oct 10 Jan 11 Apr o Jul ) l:lct -

mtgoxJSD

UTC - http:ihitcoincharts.com
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‘Return of Satoshi’

http://tinyurl.com/satoshireturn



Woher kommen die Bitcoins?




Proof of work

"Hello, world!0" => 1312af178c253f84028d480a6adcle25e81caa44c749ec81976192e2ec934c64
"Hello, world!1" => e9afc424b79e4f6ab42d99c81156d3a17228d6eleef4139be78e948a9332a7d8
"Hello, world!2" => ae37343a357a8297591625e7134cbea22f5928be8ca2a32aa475cf05fd4266b7

"Hello, world!4248" => 6e110d98b388e77e9c6f042ac6b497cec46660deef75a55ebc7cfdf65ccOb965
"Hello, world!4249" => c004190b822f1669cac8dc37e761cb73652e7832fb814565702245cf26ebb9eb
"Hello, world!4250" => 0000c3af42fc31103f1fdc0151fa747ff87349a4714df7cc52ead464el12dcd4e9






Transaktionen

Transactionl Transaction 2
[ 1] 05BTC () [ )
S50BTC =t=| |n Out re—— | In Out |=+== 0.8 BTC
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Transaktionen

BANK of MMORPG
Al A2 Bl B2 B3 Cl C2 (3
6 B (D) 20,b:80,c:15
@)
\1_2/) a:0.b:68.c:27

http://people.mozilla.org/~bwarner/bitcoin/slides.html



http://people.mozilla.org/~bwarner/bitcoin/slides.html#19
http://people.mozilla.org/~bwarner/bitcoin/slides.html#19

Transaktionen

BANK of MMORPG

Al A2 Bl B2 B3 cCl C2 C3
) X @) a0.b:80,c:15

—

(2) 20.6:68.c27




Transaktionen

BANK of MMORPG
Al A2 Bl B2 B3 Cl C2 (3
6 B (D) 20,b:80,c:15
) &) o
i2) a0,b:68.c:27

At
“(2_0/) a:20.b:68.c:27




Transaktionen

BANK of MMORPG
Al A2 Bl B2 B3 Cl1
(@: ) r

: @

C2 C3
4! 5) a:0.b:80.c:15

a:0.b:68.c:27

2)
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a20.b:68.c:27
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(o 10)

a:10.b:78.c:27




Transaktionen

BANK of MMORPG
Al A2 Bl B B3 Cl C2 (3
}( X @) 20.b:80.c:15

9 &n) o
’ 12) a:0.b:68.c:27
\I-);(L 220 :68.¢27
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N o

xXn
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Transaktionen

BANK of MMORPG

Al A2 Eil B2 B3 Cl C2 (3
}( b e K 20b:80.c:15
5 &) o
: }( 20b:68.c27
D A
F}_{
\»);(L \ 220,b:68.c27
do D) 210,b:78,¢27
txn
A2 B3 C1
@ 56) a17.b:66.c:32
7
txn
C3
32)  al7b66.c32
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Die Block Chain

/ blockid: TUV
@ - ABC[0] D A - QRT[0] oY
il v il v header
txn txn prevblockid: TUV
©F A2 |0F B2 @ an |0 B3 & C1 \ txns: GHI, JKL
. & B9 4 0 D o, version: 0
txnid: GHI txnid: JKL tlmestamp :
/ blockid: XYZ | I
prevblockid: XYZ , 7
(txn ) txns: URK ="XYZ"
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.
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blockid: NTQ



Adressenerzeugung

ECDSA Private + Public Key (Kurvenparameter secp256k1)

Private: 18E14A7B6A307F426A94F8114701E7C8E774E7F9A47E2C2035DB29A206321725

PU b I iC . 0450863AD64A87AE8A2FE83C1AF1A8403CB53F53E486D8511DAD8A04887E5B23522CD470243453A299FA9E77237716103ABC11A1DF38855ED6F2EE187ESC582BA6

X = SHA-256 + RIPEMD-160 auf Public Key

010966776006953D5567439E5E39F86A0D273BEE

Y = Netzwerk-ID-Byte vorne an X einfugen (0x00 fur Haupt-Netzwerk)
00010966776006953D5567439E5E39F86A0D273BEE

Z = SHA-256"2 (Y)
D61967F63C7DD183914A4AE452COF6AD5D462CE3D277798075B107615C1A8A30

Checksumme (erste 4 Bytes) an X anhangen
00010966776006953D5567439E5E39F86A0D273BEED61967F6

Base58-Kodierung

16UwLL9Risc3QfPgBUVKofHMBQ7wMtjvM




Trillions

:

1200000000000000000000000000000000000

How many Bitcoin addresses are there?

Bitcoin Addresses Width of Universe in Zeptometres
(1/1,000,000,000,000,000,000 millimeters)

Age of Universe in Yoctoseconds
(1/1,000,000,000,000,000,000,000 milliseconds)




Geburtstagsparadoxon

\IFYOU/WISHED THAT THECANDLES
WOULDISTAY/LIT{ON\YOUR BIRTHDAY
CAKE..

memegeneratornet



Geburtstagsparadoxon

0.1% Wahrscheinlichkeit einer Kollision
benotigt 5.4 x 10722 Adressen

komplette Bitcoin-Rechenleistung wurde allein
zum Generieren von so vielen Adressen
127.000 Jahre brauchen



Anonymitat
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Anonyme Bitcoins?

I @ | WikiLeaks L2+ W Folgen

WikiLeaks now accepts anonymous Bitcoin
donations on

1HB5XMLmzFVj8ALj6mfBsbifRoD4miY36v

& Antworten T¥ Retweeten W Favorisieren ®®® Mehr



Anonyme Bitcoins?

Jede Transaktion wird in der Blockchain veroffentlicht und ist jederzeit und fur jeden einsehbar

Transaktionen (Neueste zuerst) Y Filtern

c840e6331a9ebd985d6c08dd 15bb9681e1f333addf8cdb3fd836d0c368a094f1 2013-12-12 21:26:33

12cegnyGCfs8 TRymWmjBwL8VyHWCEtKdVm Q 1PuQQxiSEBngGVDRrFHpbgJthWvt527KVC 0.00652 BTC

2013-12-11 17:21:24

6737b8b8bb622de1b1230a35097be 18f45ad37844099d46449a411836768773e

1PuQQxiSEBngGVDRrFHpbgJthWvt527KVC » 1CvtypnwNdDbekiVpTd2gRUC34Adnbw6rT 1.68858081 BTC

-0.07204811 BTC

27f91eec9331ef27e0cae0al3b17d6a52cf9dc890bcle56a2a14b17892b98b%aa 2013-12-09 16:15:03

1LGbJuGgU8i8yuXfReigshywAscelU2d7s8 => 1PuQQxiISEBngGVDRrFHpbgJthWvt527KVC




Anonyme Bitcoins?

... und damit auch jederzeit, wann wie viele Bitcoins in welcher Wallet waren!

SatoshiDICE 48%

Zusammenfassung

Adresse 1diceBEMZmgKvrGE4QcObUF9PX3xaYDp
Hash 160 06f1b66ffe49df7fce684df16c62{59dcIadbd3f
Tools

Taint Analyse - Kennzeichnungen - Unverbrauchten Ausgange

Transaktionen
Anzahl der Transaktionen 3108447
Insgesamt empfangen 1,014,372.27709027 BTC

Schlussbilanz 0.87345313 BTC

all
all
all



Anonyme Bitcoins?

.., The Lulz Boat 4~ W Folgen

e

176 LRX4WRWD5LWDMbhrg4ptb2MWgvar

CZP | This is our BitCoin address. More S Ay

BitCoins = more ownage. You don't have to, Bitcoln. See our preorder film and
. -shirt packages below.

but it helps. #Sownage

View our Backer Wall!




Verfolgung

0.31337 BTC
17:45:31 13/06,/2011

0.120607 BTC
16:55:19 12/06/2011

Thief
0.11 BTC
04:04:14 22/05/2011
\ 0.09 BTC
09:07:59 23/05/2011
1 BTC
17:34:04 13/06/2011 N\ Victim

25000 BTC
ee® 17:52:23 13/06/2011 |







Laundry, Mixer & Tumbler




Laundry, Mixer & Tumbler

We may share your personal information with:
Law enforcement, government officials, or other third parties when:

e We are compelled to do so by a subpoena, court order or similar legal

procedure; or

We believe in good faith that the disclosure of personal information is
necessary to prevent physical harm or financial loss, to report
suspected illegal activity or to investigate violations of our User

Agreement.



ZeroCoin

1 Lovelace = 1 Bitcoin
& 1 Goldwasser = 10 Bitcoin
1 Rackoff = 25 Bitcoin
1 Pedersen = 50 Bitcoin

1 Williamson = 100 Bitcoin

m Matthew Green L W Folgen

We designed a new version of Zerocoin that
reduces proof sizes by 98% and allows for
direct anonymous payments that hide
payment amount.

4= Antworten T¥ Retwesten W Favorisiersn  ®®® Mahr

e oo PR AR (22

Daniel koolfy Faucon 16
matthew_d_green Will it AT LAST be merged? Or will
privacy scare #bitcoin devs away again?
“ Antworten T3 Retweeten X Favorisiersn  *** Mehr

= M Matthew Green tthew_d_gree 5 No
. @koolfy We're going to release it as an alt-coin. It will take a

few months to get it to that point. Bitcoin can do what it
wants.

4+ Antworten 13 Retweeten W Favorisieren  *** Mehr
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Spend A ZeroCoin

* Serial (PrivatCoin) des eigenen Coins

* Set aus unverbrauchten Zerocoins, das den eigenen enthalt
* zufalliger Coin aus Set
* Ziel-Adresse fur Bitcoin

* Coin-Signatur



CoindJdoin

Transaction 1 T

ransaction 2

! S
0.5BTC
50 BTC In out |- 0.8 BTC
f"”pwtmi;rv..l 1A1...] llmlcw‘;;uv..l
)
49.5 BTC 0.8 BTC In Out |=— 0.8 BTC
;’“".ml";;z...J l,,,. ""‘:E;..,; \ J ;U-mw‘;:’“"
Scrptsig: 1AL...
0.3 BTC In | Shes aa

[E— YW}




Weitere Probleme

Diebstahl

Dos Attacken

llegaler Inhalt in der Block-Chain
Sicherheitbugs

Energieverbrauch

instabiler Preis und Deflationsspirale




Wahrscheinlich keine Probleme

Kryptographie wird gebrochen
Skalierbarkeit

Zerstorung aller Coins



Alternative CryptoCoins

Litecoin LTC C

Namecoin NMC ) AnonCoin ANC {3}

PPcoin PPC ({9}

PrimeCoin XPM fD



.. unzahlige weitere




Ausblick
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